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1
Decision/action requested

It is requested to endorse the proposals in the paper.
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Rationale

3.1
General
In S3-182884/SP-180914[1], SA plenary provides SA3 following guidance on initial NAS message protection:

“

-
SA confirms that a solution for initial NAS message protection for the initial NAS messages as defined in TS 24.501 cl. 5.3.1.1 is required in rel.15 

-
SA3 is invited to investigate how the procedure defined in TS 33.501 cl. 6.4.6 can be used/modified to reduce the information sent in the clear to only the UE identity (SUCI that is already encrypted or 5G GUTI).  

-
SA3 to coordinate with SA2 and CT1 accordingly on a potential solution. 

-
SA2 to analyse impacts in TS 23.501/TS 23.502 procedures with this approach and perform necessary changes.

-
Stage-2 procedures in SA2 and stage-3 protocol work in SA3 and CT1 is targeted to be completed by December 2018. Working groups are requested to make every effort to achieve this target. 
”

Observation 1: SA3 should come up with a solution to try to cipher all the IEs except for UE identity in the initial NAS message.

3.2
Current solution
As described in clause 6.4.6 in TS 33.501 [1], the cipher protection of initial NAS message covers two cases for which provided two totally different handlings:

Case (1) : The UE has no valid 5G NAS security context; and
Case (2) :  The UE has a valid 5G NAS security context.
For Case (1) , the main handling principle is to split a complete initial NAS message into two parts: one is in cleartext containing only essential IEs which is sent in the initial NAS message and another is in ciphertext which is sent later in the NAS Security Mode Complete (SMP) message. 
For Case (2), the main handling principle is to provide a partial initial NAS message ciphering and to leave cleartext unciphered. 

The cleartext include: SUCI/5G-GUTI, UE security capabilities, S-NSSAIs, ngKSI, the last visited TAIs, indication that the UE is moving from EPC and IE containing the TAU Request in the case idle mobility from 4G.
Observation 2: Current ciphering protection solution exposes cleartext, including SUCI/5G-GUTI, UE security capabilities, S-NSSAIs, ngKSI, the last visited TAIs, indication that the UE is moving from EPC and IE containing the TAU Request in the case idle mobility from 4G, which cannot meet SP’s requirement. 
Current solution for case 1 cannot be modified to meet SP’s requirement. If we limit the cleartext to SUCI, and move other cleartext to ciphertext, the procedure cannot run. For example,
1. If we move the UE security capabilities to the NAS SMP, the AMF cannot select suitable NAS algorithms to trigger a NAS SMC procedure so that the AMF cannot receive following IEs.

2.  If we move indication that the UE is moving from EPC and IE containing the TAU Request in the case idle mobility from 4G to the NAS SMP, the AMF cannot send the TAU Request messsage to the MME to fetch the UE context so that the AMF cannot trigger a NAS SMC procedure neither.

Observation 3: Simply move cleartext to ciphertext in the NAS SMP message to meet SP’s requirement cannot work for current solution for case 1.
3.3
Modified solution

We propose to modify current solution for case 1 to cipher all the IEs except SUCI/5G-GUTI in the initial NAS message to meet SP’s requirement.

We also propose to enhance current solution for case 2 to try our best to decrease unciphered IEs in the initial NAS message to meet SP’s requirement.
3.3.1
Modified solution for case 1

Current standard supports ECIES scheme to negotiate a symmetric key to cipher SUPI, the solution proposes to reuse the similar mechanism to protect the initial NAS message in case 1.
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0. When the UE has no valid 5G NAS security context, and the UE is trying to send the initial NAS message, e.g. initial attach with SUCI, or Registration Request with mapped GUTI and TAU message, the ME shall read the ciphering information from the USIM, including the Home Network Identifier, the Routing Indicator, the Home Network Public Key, the Home Network Public Key identifier, and the list of protection scheme identifiers. 
a. The ME shall select the protection scheme from its supported schemes that has the highest priority in the list. 
b. The ME shall cipher the IEs in initial NAS message except SUCI or mapped GUTI with the Home Network Public Key and selected protection scheme as specified in Annex C.3.2 in TS 33.501 [2], and get ciphering-output including ECC ephemeral public key freshly generated by the ME, the ciphertext value of the IEs except UE identities in initial NAS message, the MAC tag value. 
The ME shall construct concealed NASC (CNASC) with following: the Home Network Identifier, the Routing Indicator, the selected protection scheme identifier, the Home Network Public Key identifier and ciphering-output.
Note that SUCI and CNASC are ciphered independently, because SUCI can be ciphered by the USIM.
1. The UE sends the initial NAS message to AMF, including UE identity and the CNASC.
2.  AMF shall send Nausf_UEAuthentication_Authenticate Request message including CNASC to the AUSF. In case that the UE identity included in the initial NAS message is SUCI, the SUCI shall be included in the Nausf_UEAuthentication_Authenticate Request message. In case that the UE identity included in the initial NAS message is mapped GUTI, the mapped GUTI shall not be included in the Nausf_UEAuthentication_Authenticate Request message. Note that the AMF can find AUSF and UDM according to the Home Network Identifier and the Routing Indicator in the CNASC. 
3. AUSF sends Nudm_UEAuthentication_Get Request message including CNASC to the UDM. SUCI may be included in the message if it is included in the Nausf_UEAuthentication_Authenticate Request message.
4. UDM shall de-conceal the CNASC. 
a. UDM shall determine the Home Network Private Key according to the Home Network Public Key identifier, and the protection scheme according to selected protection scheme identifier. 
b. The UDM shall de-conceal the CNASC according to the Home Network Private Key, ECC ephemeral public key in the CNASC and the protection scheme as specified in Annex C.3.3 in TS 33.501 [2], and get cleartext of IEs in the initial NAS message. 
In case SUCI is included, the UDM shall de-conceal SUCI, and get SUPI as specified in clause 6.12.2, and generate AV for the UE indicated by the SUPI. 
5. UDM sends Nudm_UEAuthentication_Get Response message including IEs in the initial NAS message to AUSF. In case SUCI is included in the Nudm_UEAuthentication_Get Request message, the SUPI and the AV shall be included in the Nudm_UEAuthentication_Get Response message too.
6. AUSF sends the Nausf_UEAuthentication_Authenticate Response message to the AMF including the IEs in the initial NAS message. In case AV is included in the Nudm_UEAuthentication_Get Request message, the AUSF may trigger EAP-AKA’ procedure or send the AV to the AMF to trigger 5G AKA procedure. 
7. The AMF may trigger subsequent procedures when receiving IEs from the AUSF, e.g. sending Authentication Request message to the UE for initial attach if the SUCI is included. Or finding old MME according to mapped GUTI in the initial NAS message, and transparently forward TAU message unciphered by the UDM to the old MME to fetch the UE context.
Proposal 1: Modify current solution for case 1 to reuse ECIES scheme similar with SUCI protection mechanism to protect initial NAS message when the UE has no valid 5G security context. 
3.3.2
Enhanced solution for case 2

When the UE has a valid NAS security context, we propose to enhance current partly cipher mechanism to cipher the initial NAS message. The differences with current solution for case 2 are:

1. UE security capabilities if included shall be ciphered since reselection of NAS algorithm can be happened after deciphering the initial NAS message. In case that MAC verification is failed, the AMF shall use old NAS algorithm to protect NAS SMC message with HASH value of initial NAS message to require the whole initial NAS message in the NAS SMP message.
2. S-NSSAI if included shall be ciphered since the new AMF could find the old AMF using 5G-GUTI.

3. The last visited TAIs if included shall be ciphered.

4. indication that the UE is moving from EPC and IE containing the TAU Request in the case idle mobility from 4G if included shall be ciphered since the UE has a valid 5G NAS security context, the new AMF can decipher the message, and don't need to use the UE context from old MME.

So, in case 2, the only cleartext are ngKSI and UE identity, because UE identity is used to find the UE context and the old AMF, and ngKSI is an indicator for the AMF to find the suitable key to decipher the initial NAS message.

Proposal 2: Enhance current solution for case 2 to cipher the whole initial NAS message except ngKSI and UE identity when the UE has a valid 5G security context.
3.4
Evaluation

3.4.1
Security

Modified solutions in session 3.3 can cipher all the IEs except SUCI/GUTI and ngKSI in the initial NAS message. These ciphered IEs include UE security capabilities, indication that the UE is moving from EPC and IE containing the TAU Request in the case idle mobility from 4G, which cannot be ciphered by the current solution for case 1. We have tried our best to meet SP’s requirement.

3.4.2
Overhead
For case 1, when the UE performs initial attach, which may meet when a new UE that switches on the very first time, or a UE inserted a new USIM card, the call flow is the same with current registration procedure as specified in TS 23.502 [3]. The difference is that the UE may conceal SUPI and initial NAS message twice, and UDM may deconceal SUPI and initial NAS message twice. Since it is a rare case, the additional overhead is little.

For case 1, when the UE has never been registered to 5GC, and attached to 2G/3G/4G before, then the UE moves to 5GC in idle mode, the modified solution may involve additional signalling between AMF and UDM for de-concealing the CNASC. However, this is also a rare case, when UE has registered to 5GC, frequent interworking between 5G and 4G will run enhance solution for case 2. Since the UE has a valid 5G NAS context, the UE will partial cipher the initial NAS message using the 5G NAS context. So, the additional overhead is little too.

For case 2, the overhead is similar with current solution for case 2, because the difference is to add more ciphered IEs.

4
Detailed proposal

SA3 is requested to endorse the following conclusions.

Observation 1: SA3 should come up with a solution to try to cipher all the IEs except for UE identity in the initial NAS message.
Observation 2: Current ciphering protection solution exposes cleartext, including SUCI/5G-GUTI, UE security capabilities, S-NSSAIs, ngKSI, the last visited TAIs, indication that the UE is moving from EPC and IE containing the TAU Request in the case idle mobility from 4G, which cannot meet SP’s requirement.
Observation 3: Simply move cleartext to ciphertext in the NAS SMP message to meet SP’s requirement cannot work for current solution for case 1.
Proposal 1: Modify current solution for case 1 to reuse ECIES scheme similar with SUCI protection mechanism to protect initial NAS message when the UE has no valid 5G security context.
Proposal 2: Enhance current solution for case 2 to cipher the whole initial NAS message except ngKSI and UE identity when the UE has a valid 5G security context.
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